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This checklist covers the critical security steps every server needs.

Print it, check off each item, and sleep better knowing your VPS is locked down.
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How to Use This Checklist

This checklist is designed to be printed and pinned next to your monitor. Every time you spin up a new

VPS, work through each section in order. The commands are written for Ubuntu/Debian (apt-based). If

you run RHEL/Rocky/Alma, swap apt for dnf and ufw for firewalld.

Sections 1-7 are the essentials (about 15 minutes on a fresh server). Sections 8-11 go deeper - kernel,

Docker, monitoring and backups - and are worth doing on any server you actually rely on.

For the full walkthrough with explanations, visit:

https://blog.byte-guard.net/harden-linux-vps-10-minutes/

1. System Updates

Update package index and install all available updates
apt update && apt upgrade -y

Verify no packages are held back
apt list --upgradable

TIP: Run this on every fresh server BEFORE doing anything else.

2. Non-Root User Setup

Create a non-root user with sudo access
adduser <username> && usermod -aG sudo <username>

Test sudo access from the new user
su - <username> && sudo whoami  # should print "root"

Set a strong password (or generate one)
pwgen -s 32 1

TIP: Never use root for daily work. A compromised root = total control lost.

3. SSH Key Authentication

Generate Ed25519 key on LOCAL machine (if not done)
ssh-keygen -t ed25519 -C "your_email@example.com"

Copy public key to the server
ssh-copy-id <username>@<server-ip>

Test key-based login from a NEW terminal
ssh <username>@<server-ip>

TIP: Ed25519 is faster and more secure than RSA. Use it as default.

4. SSH Configuration Hardening

Edit SSH config
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sudo vim /etc/ssh/sshd_config

Set: PermitRootLogin no

Set: PasswordAuthentication no

Set: PubkeyAuthentication yes

Set: ChallengeResponseAuthentication no

Set: MaxAuthTries 3

Set: LoginGraceTime 20

Set: X11Forwarding no

Set: AllowUsers <username>   (whitelist who can log in)

Reload SSH (keep current session open!)
sudo systemctl reload sshd

Test login from a NEW terminal before closing old one

TIP: NEVER close your current session until you verify key login works in a new terminal.

5. UFW Firewall

Install UFW
sudo apt install ufw -y

Set default policies
sudo ufw default deny incoming && sudo ufw default allow outgoing

Allow SSH
sudo ufw allow OpenSSH

Allow HTTP/HTTPS (if running web services)
sudo ufw allow 80/tcp && sudo ufw allow 443/tcp

Enable firewall
sudo ufw enable

Verify rules
sudo ufw status verbose

TIP: Only open ports you actively use. Every open port is attack surface.

6. Fail2Ban

Install and enable Fail2Ban
sudo apt install fail2ban -y && sudo systemctl enable --now fail2ban

Verify SSH jail is active
sudo fail2ban-client status sshd

Create local override for stricter settings
sudo vim /etc/fail2ban/jail.local

Set: maxretry = 3, findtime = 10m, bantime = 1h

Restart Fail2Ban
sudo systemctl restart fail2ban
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7. Unattended Security Upgrades

Install unattended-upgrades
sudo apt install unattended-upgrades -y

Enable automatic security updates
sudo dpkg-reconfigure --priority=low unattended-upgrades

Auto-reboot for kernel updates (set a quiet hour)
sudo vim /etc/apt/apt.conf.d/50unattended-upgrades

# Automatic-Reboot "true"; Automatic-Reboot-Time "03:00";

Verify it is running
sudo systemctl status unattended-upgrades

8. Kernel & Network Hardening (sysctl)

Create a sysctl hardening file with these values
sudo vim /etc/sysctl.d/99-hardening.conf

net.ipv4.tcp_syncookies = 1

net.ipv4.conf.all.accept_redirects = 0

net.ipv4.conf.all.send_redirects = 0

net.ipv4.conf.all.accept_source_route = 0

net.ipv4.conf.all.rp_filter = 1

kernel.randomize_va_space = 2

Apply the settings
sudo sysctl --system

TIP: These block SYN floods, IP spoofing and redirect attacks - safe defaults for a single server.

9. Services & Time Sync

List everything listening on the network
sudo ss -tulpn

Disable any service you do not actually use
sudo systemctl disable --now <service>

Confirm the clock is synced (logs/cert validity depend on it)
timedatectl status

TIP: Every listening port is attack surface. If you cannot name why it is open, close it.

10. Docker Hardening (skip if no containers)

Never expose the Docker socket or daemon port to the network

Bind ports to localhost when behind a reverse proxy
ports:

  - "127.0.0.1:8080:80"

Run containers as a non-root user
user: "1000:1000"   # in docker-compose.yml

Drop capabilities and run read-only where possible
read_only: true
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cap_drop: [ALL]

Scan images for known CVEs before deploying
docker scout cves <image>   # or: trivy image <image>

TIP: Full guide: https://blog.byte-guard.net/docker-security-best-practices/

11. Monitoring & Backups

Set up uptime monitoring (self-host Uptime Kuma)
# guide: https://blog.byte-guard.net/uptime-kuma-setup-guide/

Install a backup tool and target off-site storage
sudo apt install restic -y

Schedule a daily backup (cron or systemd timer)

TEST a restore - then schedule a restore test monthly

TIP: A backup you have never restored is not a backup. Test it.

12. Final Verification

Verify root login and password auth are disabled
sudo sshd -T | grep -E "permitrootlogin|passwordauthentication"

Verify SSH login limits are set
sudo sshd -T | grep -E "maxauthtries|allowusers"

Verify firewall is active with correct rules
sudo ufw status

Verify Fail2Ban SSH jail is running
sudo fail2ban-client status sshd

Verify kernel hardening is applied
sudo sysctl net.ipv4.tcp_syncookies   # should be 1

Verify unattended upgrades are active
sudo systemctl is-active unattended-upgrades

TIP: Run this verification block on every server. Pin it to your workflow.
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13. Bonus: Optional Hardening

Change SSH port (reduces log noise)
sudo vim /etc/ssh/sshd_config  # set Port 2222

Update UFW for new SSH port
sudo ufw delete allow OpenSSH && sudo ufw allow 2222/tcp

Reload SSH
sudo systemctl reload sshd

Enable 2FA (TOTP) for SSH logins
sudo apt install libpam-google-authenticator -y

Add an SSH config alias on your local machine
Host my-vps

  HostName <ip>

  User <username>

  Port 2222

  IdentityFile ~/.ssh/id_ed25519

14. Going Further

This checklist covers the essentials. For deeper hardening, check out these guides on byte-guard.net:

  > WireGuard VPN Setup (reach your stack privately)

    https://blog.byte-guard.net/wireguard-vpn-setup/

  > WireGuard vs OpenVPN vs Tailscale (which to self-host)

    https://blog.byte-guard.net/wireguard-vs-openvpn-vs-tailscale/

  > SSH Hardening Guide

    https://blog.byte-guard.net/ssh-hardening-guide/

  > Docker Security Best Practices

    https://blog.byte-guard.net/docker-security-best-practices/

  > Fail2Ban Setup Guide

    https://blog.byte-guard.net/fail2ban-setup-guide/

  > Best VPS for Self-Hosting (2026)

    https://blog.byte-guard.net/best-vps-self-hosting-hetzner-contabo-vultr/

  > OWASP Top 10 Explained

    https://blog.byte-guard.net/owasp-top-10-explained/
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Found this useful?

Subscribe for weekly security & self-hosting guides:

https://blog.byte-guard.net/#/portal/

Follow ByteGuard:

X / Twitter: @byte_guard_blog

Dev.to: dev.to/byte-guard

GitHub: github.com/enimefl
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